Sample Acceptable Use Policy
USE OF COMPUTERS AND
OTHER ELECTRONIC TOOLS AND SERVICES

POLICY STATEMENT

It is the policy of (Company Name) to encourage the use of computers and electronic information, including any electronic services, as tools to support our business and provide service to our customers while maintaining information authenticity, privacy, and security. 

DEFINITIONS

Electronic Service – Internet, intranet, messaging (e.g., e-mail and instant messaging) or any other information delivery or exchange technology hosted by (Company Name) or accessed by (Company Name) - owned computers, including portable computers (Laptops or notebooks) and handheld devices such as company-owned personal data assistants (PDAs) and smartphones or any computer applications.
Encryption – A mathematical process that converts the normal letters and words of an e-mail into a “secret code” that appears as unreadable to anyone except the person you sent the e-mail to who has the “secret key” to decipher the message.
Workstation - All company-owned computers, including portable computers (laptops or notebooks) and desktops, as well as peripherals, such as printers, routers, facsimiles, and/or wireless network access cards, provided to employees for the purpose of conducting company business.  Also included are handheld devices such as company-owned personal data assistants (PDAs) and smartphones.  
STANDARDS/GUIDELINES
1. Employees and other authorized persons may be granted access to workstations in order to perform their job duties.  (People granted such access are referred to in this policy as “Users”.)  Such access is discretionary on the part of the company and may be revoked at any time, and is subject to the company’s other information security policies.
2. The use of passwords by employees does not create a private communication medium.  All computer passwords must be divulged to management upon request.  The use of unauthorized or undisclosed passwords is strictly prohibited.  
3. At any time, with the approval of a vice president, management can request access to any electronic user files, including e-mail messages and instant messaging logs. 

4. The use of encryption keys and certificates (strings of characters used for encryption/decryption) must be authorized.  All keys and certificates required to decrypt company-owned information must be given upon request by management.

5. Electronic protected health information is information that could be used to identify a patient/resident and includes but is not limited to the following:  patient/resident medical and billing information, a patient’s/resident’s name, address, relatives’ names, birth date, telephone number, fax number, e-mail address, Social Security number, medical record number, health plan number, account number, certificate/license number, vehicle or device serial number, Web or IP address, finger or voice print, photographic image or other applicable identifiers.
6. When sending company-private and/or employee and patient/resident protected health information electronically, encryption must be used to ensure the privacy of the message.  
7. The unauthorized sending of company-private and/or employee and patient/resident protected health information via e-mail or Internet/intranet is prohibited.  All employee and patient/resident health information will be kept confidential and used, maintained and disclosed in accordance with applicable laws. 

8. Information shared between legal counsel and employees or others is privileged.

9. Electronic services are extensions of the workplace.  Abuse or inappropriate use of electronic services will subject an employee to discipline under (Company Name)’s disciplinary process up to an including termination.

10. Unless authorized, employees must not disclose company-private and/or employee and patient/resident information via e-mail to non-employees or share with unauthorized company personnel.

11. Employees must not use the e-mail system for the distribution of computer games or other computer novelty items.
12. Employees shall retain e-mail messages only for business needs and in compliance with company policy.  Corporate office employee e-mail messages shall be systematically disposed of according to company retention requirements or company-issued Hold Notices.  Questions about retention or disposal of e-mail should be referred to the Record Retention Program Manager.

13. Workstations accessing network resources which contain electronic protected health information shall be positioned in secure locations and locked when unattended, or shall be positioned in areas plainly visible to staff so the network resource can be monitored.  
14. Monitors should be positioned to prevent casual viewing by visitors, other employees, patients/residents, or other persons.
15. Users must immediately report any suspected unacceptable use of a workstation, or the violation of any electronic security policy to their supervisor or the Privacy & Security Officer. 

16. It is not acceptable to use a workstation from any location for any activities that are not related to the business of the company, including, but not limited to, the following:
A. 
Transmitting, downloading, storing, or displaying any materials, messages, content, or
      
correspondence that the company deems derogatory, defamatory, threatening, obscene, insulting, pornographic, including sexually explicit images, messages, cartoons or communications containing racial or ethnic slurs or epithets or anything that might be construed as harassment or offensive to others based on race, color, religion, sex/gender, age, national origin, disability, citizenship or veteran status, or any other legally protected category.
B.  Distributing company, employee or patient/resident information without appropriate
     

authorization.

C.  Using or disclosing health information in any manner inconsistent with the company’s

confidentiality, privacy, and/or security policies.

D. For private purposes, whether for-profit or not, such as marketing or business transactions unrelated to the employee’s job duties.

E.  For private advertising of products or services. 
F.  For any activity meant to foster personal gain. 
G. Uploading, downloading, or installing software, unless it is related to the users’ official assignments and/or job responsibilities, and appropriate authorization has been obtained.  Illegally downloading, streaming (e.g., listening to music provided by an Internet radio station but not downloading the information) or otherwise copying any electronic media is strictly prohibited.
H. Downloading any software or electronic files without reasonable virus protection measures in place.
I. Intentionally interfering with the normal operation of the company’s internet gateway.
J. Altering the settings of, removing or disabling, any software installed by the Company without prior authorization.

K.   Accessing data stored company’s computer equipment from outside the company (e.g., accessing
      records from a home computer), unless expressly authorized by the company.

L.  Attempting any unauthorized access to electronic information or system.

M.  Committing infractions that would otherwise be prohibited under general company policy such as 
      misuse of company’s resources, sexual harassment or theft of intellectual property.

N.  Intentionally reading or disclosing the content of e-mail that was not directed to the employee.

17. Use of any company resources for illegal activity is grounds for progressive discipline, up to and including termination.  Should any such activity occur, the company will report the employee to the appropriate authorities in accordance with the law.
18. All data, information, work, product and correspondence created on a workstation is the property of the company.
19. All data sent, received or stored on the company’s computer equipment shall be and remain the property of the company.

20. By using a company workstation or electronic service, the employee expressly consents to monitoring by (Company Name), agrees to comply with all limitations on the use of company equipment and electronic services, and understands that such equipment and services are not private.  

21. No user should have any expectation of privacy regarding the matters conducted using a workstation.  The company has access to all workstations, electronic systems and the information that they contain.  The company has tracking mechanisms in place to verify that workstations are being used appropriately and in accordance with company policies.  The company will monitor such information as necessary to assure efficient performance and appropriate use.  The company further reserves the right to inspect any workstation, electronic folder, e-mail repository/file, or instant messaging archive at any time for violations of this policy.

22. (Company Name) will periodically review, track, and monitor workstation and electronic services usage to determine compliance with this policy, the company will review alleged violations of this policy on a case-by-case basis.  All messages on the e-mail system can be traced to their author even after they are “deleted.” (Company Name) logs and monitors websites visited. 
23. Internet/Intranet activity and all electronic services may be subject to discovery orders in litigation matters.  
24. Violations of this policy may result in disciplinary action, up to and including termination of employment.

25. The provisions of this policy, including any monitoring or inspection, may be implemented without further warning or notice.
